
PRE-CONFERENCE WORKSHOP 
TUESDAY 20TH JANUARY 2019

09:30-11:30 SOCIAL MEDIA: THE SECOND FRONT OF CYBER WARFARE?
The role of social media as a tool to shape national and international politics and policy has evolved significantly  
in recent year, becoming one of the main information sharing platforms for the developed world. With over 3 billion 
social media users worldwide, the potential influence of social media is unprecedented.

With major concerns of social media vulnerabilities and the potential use of these platforms for disinformation  
spreading and political distortion, cyber defence operators are faced with major challenges to ensure civilians and 
soldiers are protected from subversive influencers across social media, without compromising on individual   

 freedoms. 

This session will focus on how social media has impacted the cyber operator, and what this will mean for military 
and government cyber operators in the future. Key topics that workshop participants will focus on include:  

• How social media has changed the cyber domain
• The approach to security within social media companies
• The remit of government cyber regulators within private organisations
• Demonstrate the impact of social media in influencing and changing population mentality
• Demonstrate how a cyber secure culture mitigates the risk from cyber attack

By attending this workshop, you will be able to;

• Understand and outline the impact of social media to the cyber operator and the wider civilian population
• Effectively engage your cyber policy to align with social media challenges
• Build a robust means of monitoring social media to identify and manage security concerns

David Perlman,  
Research Intelligence Analyst, 
Twitter Inc. 

As threats to the cyber 
landscape increase in number 

- The Spanish Ministry of Defence 
sees CDANS as a unique opportunity 
to discover the key challenges and 
their solutions from other regions on  
a day-to-day basis.”  

Lieutenant Colonel Angel Gomez de 
Agreda, Office of the Secretary General for 
Defence Policy, Spanish Ministry of Defence



www.asdevents.com - www.asdevents.com/event.asp?id=19092

https://cdans.iqpc.co.uk/


CONFERENCE DAY ONE 
WEDNESDAY 30TH JANUARY 2019

08:00 REGISTRATION & COFFEE

08:50 CHAIRMAN’S OPENING REMARKS

CYBER 2025: OUTLINING THE GRAND STRATEGY 
OF CYBER OPERATIONS

09:00 INFORMATION WARFARE COMMAND: BEYOND CYBER
• Lessons identified from the cyber domain and

operations in the information environment
• Understanding cyber domain convergence of

intelligence, signals and Electronic Warfare (EW)
• The advantages of integration: Creating complete

visibility at all command levels
• Steps towards information warfare dominance
Air Commodore Tim Neal-Hopes, Head Joint User 
C4ISR & Cyber, UK Ministry of Defence

09:40 THE UNIQUE ROLE OF PRIVATE TECH COMPANIES IN 
INFORMATION WARFARE 
• The implications of information warfare on a

privately-owned battlefield: “The battlefield
we have, not the battlefield we wish we had”

• The anatomy, culture, and incentives of social media
companies

• Feasible and unfeasible technical approaches to
combating influence, and how national security can
work with platforms

• Is information warfare a military problem, a tech
problem, a cybersecurity problem, or something else?

David Perlman, Research Intelligence Analyst, 
Twitter Inc.

10:20 ‘THE DEFINING MOMENT OF CYBER’: REINFORCING 
THE US CYBER COMMAND
• Outlining the remit of the US Cyber Command across

government and the private sector
• Managing the threat landscape by prioritising near- 

  peer and non-state threats to the US
• Is the best defence a good offense? Building

offensive capabilities as a deterrent
• How will we be attacked? Is national cyber defence

exclusively a military concern?
Major General John B. Morrison, Commander, US 
Army Cyber Center Of Excellence

11:00 MORNING COFFEE AND NETWORKING 

BEYOND ENGAGEMENT: A NEW PERSPECTIVE 
ON THE HUMAN-CYBER RELATIONSHIP

11:40 HUMAN TARGETS IN CYBER WARFARE: 
PSYCHOLOGICAL OPERATIONS IN CYBER
• Reexamining the human-cyber interface to

acknowledge humans as the target
• How does the targeting of a human change

defensive cyber operations?
• Has the ‘systems attack’ threat been misidentified as

the major threat to security?
• Should this new perspective impact the prioritisation

of the cyber defence operations?
Pablo Breuer, Innovation Officer and Director,  
Donovan Group , U.S. Special Operations Command 

12:20 THE NEW CYBER OPERATING ENVIRONMENT; WHO, 
WHERE, HOW?
• Outlining key players in the cyber domain: CNI,

government and military
• Creating a shared operating space between these

traditionally independent organisations
• Assessing the true threat from offensive cyber systems
• Is the military the right organisation to lead in cyber

defence?
Colonel Ian Hargreaves, Head UK MOD’s Defensive   
Cyber Operations Capability, UK Ministry of Defence 

13:00 NETWORKING LUNCH

14:00 CONDUCTING DETERRENCE OPERATIONS AND INFO OPS
• Outlining the likely threat vectors from state and

non-state adversaries
• The cyber role in information operations at home and

in theatre
• Supporting national defence objectives through

civilian agency support
• Demonstrating deterrence operation models from

experience
Major Mike Klipstein, PhD, Research Scientist and 
Chief of Outreach, US Army Cyber Institute 

14:40 RECOGNISING CYBER INFLUENCERS IN THE CIVILIAN 
 SPACE

• Outlining the cyber threat exposure to civilians from
social media influencers and similar

• Assessing the threat posed to military and
government from civilian manipulation

• #FakeNews? The true risk to government and military
• Understanding how this threat can be managed and

mitigated without censorship methods
Ben Russell, Head of Threat Response (Intelligence & 
Strategy)National Cyber Crime Unit, National Crime  

 Agency

15:20 AFTERNOON TEA AND NETWORKING

16:00 DEVELOPING CYBER OPERATORS WITHIN THE 
MILITARY STRUCTURE
• Is the ‘zero to hero’ model realistic for military cyber

training?
• How can the armed forces attract cyber expertise

into the organisation?
• Should the military ‘soldier first’ mentality be

changed within the cyber context?
• Does the solution lie in greater sharing of personnel

with known industry partners?
Brigadier General Brotz, Chief, Military Intelligence, 

 Bundeswehr 

16:40 PANEL DISCUSSION: TRAIN TO RETAIN: MANAGING 
CYBER CAPABILITY IN THE ARMED FORCE
• Steps to building an effective cyber force – lessons

identified from force development programmes
• Is the military structure attractive to cyber

operators? Is the ‘soldier first’ mentality detrimental
to cyber force development?

• Can a more open structure be designed to
encourage force retention between cyber personnel

• Should the military be more open to cyber operators
from other sectors?

17:20 CHAIRMAN’S CLOSING REMARKS AND END OF 
CONFERENCE DAY ONE
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CONFERENCE DAY TWO 
THURSDAY 31ST JANUARY 2019

07:45 REGISTRATION & COFFEE

08:50 CHAIRMAN’S OPENING REMARKS 

09:00 THE SPANISH JOINT CYBER DEFENCE COMMAND
• Establishment and organisation of the Spanish Joint

Cyberdefence Command (MCCD)
• Understanding the specific role that the MCCD plays

in the national cyber defence effort
• Overview of how the MCCD is aligning its cyber

capabilities to support the challenges of the 
contemporary operating environment

• Establishment of a collaborative approach to threat
intelligence to identify diverse threats to information 

 security and system functionality
Lieutenant Colonel D. Francisco Marín Gutiérrez, 
Head Of Operations EMAD- Command Of Cyber  
Defence, Spanish MoD

09:40 CRITICAL INFRASTRUCTURE AS A TARGET: CAPABILITY 
AND INTENT IN A HOME CONTEXT
• How vulnerable is critical infrastructure to cyber

attack? Is this still a major threat to national 
 security?
• Understanding the threat from state and non-state

actors. Are different agencies responsible for 
 defence?
• Demonstrations of known opposition capabilities

and intent in attacking infrastructure
• Modelling the implications of critical infrastructure
 attack
Senior Officer, French Cyber Command (COMCYBER)

10:20 MORNING COFFEE AND NETWORKING 

DEVELOPING SECURITY THROUGH THE SUPPLY CHAIN

11:00 CIS CRITICAL SECURITY CONTROLS AND SECURITY 
 BENCHMARKS

• Outlining the steps to critical security control – what
are the most important defensive steps, and how to 

 prioritise?
• In it together? How different are the military and

CNI challenges? Building cybersecurity through 
 collaboration
• Case studies from the DoD, USG and private sector

on defensive practices
• Looking ahead beyond cyber2020
Tony Sager, SVP and Chief Evangelist, Center for 
Internet Security

11:40 MAINTAINING CYBER INTEGRITY IN THE SUPPLY CHAIN
• Keys to understanding the cyber threat beyond your

area of control
• Balancing requirement and outsourcing requirement

with security
• Maintaining  cyber influence outside your immediate

your organisation
• Solving the new third party problem for suppliers
Phil Blunden, Defence Assurance & Information  
Security, Defence Cyber Protection Partnership

12:20 NETWORKING LUNCH 

CYBER BEYOND 2020

13:20 PANEL DISCUSSION: WHAT DOES THE CYBER 
COMMAND OF THE FUTURE LOOK LIKE?
• How will the threat likely evolve beyond 2020?
• Will the expansion of the Internet of Things (IoT) and

the connected world fundamentally change how
cyber deploy and operate?

• Is a joint civilian-military cyber command a
possibility?

• How will the cyber threat evolve against remote
platforms?

14:00 CYBER CONTROL AND CYBER DENIAL: A NEW 
 APPROACH?

• Outlining the consequences to the military of the
new connected world

• Normalising the cyber domain
• Utilising cyber denial to control the battlespace
• Are cyber operations hindered by a generational

gap in understanding?
Dick Crowell, Associate Professor, Information  
Operations & Cyberspace Operations Joint Military 
Operations Department, U.S. Naval War College

14:40 AFTERNOON TEA AND NETWORKING 

15:10 STATE, NON-STATE AND PROXY: KEY PLAYERS IN 
CYBER OFFENSE
• The development of state, non-state and proxy

actors in the cyber domain
• Motivators, methods and vulnerabilities of the three

types of cyber attacker
• Identifiers of the threat groups: SOP’s and attack
 methods
• Distinguishing between attack method and
 appropriate response to each group
Dr Jamie Shea, Deputy Assistant Secretary General 
Emerging Security Challenges, NATO HQ

15:50 COMBINING EUROPE IN THE CYBER SPACE
• Challenges to building cohesion across the entire

European command structure
• Should cyber operations be combined, or does this

present additional risks if compromised?
• Is there a need to a combined cyber command

across Europe?
• Looking ahead to the new cyber space beyond 2020
Mario Blokken, Chief Permanent Secretariat, Finabel

16:30 CHAIRMAN’S CLOSING REMARKS AND END OF 
 CONFERENCE

The CDANS event was valuable as 
I was able to meet several key 

personnel that face the very same 
problems as I do… The topics were all 
interesting and I valued the discussions” 
Branch Chief, DoD
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