
 

 

Program Schedule - Wednesday, June 26, 2019 

 

8:00 - 9:00        Registration and Networking Continental Breakfast  

 

9:00 - 9:45 am         

Lessons Learned from Recent Industry Specific Incidents  

 

Everyone in the energy sector likely understands the industry is a prime and constant target for compromise 

and manipulation. Even if your organization hasn't discovered an active compromise, you've likely seen large 

numbers of attempts to get into the organization. This presentation will discuss some of the methodologies 

attackers have used to get into networks, and how they operate once they're inside the network. We'll discuss 

how some of these compromises are traditionally discovered by the victim organization, how long the 

attackers have been in the network once discovered, and what the recovery process looks like for the 

organization.  
 

 

 

Russ Rogers 

Senior Consultant and Lead, Incident 

Response Team 

Microsoft     

 

 

9:45 - 10:30 am         

Cyber Mutual Assistance: A New Model for Electric Companies Preparing and Responding to Cyber 

Security Emergencies  

 

Owners and operators of the electric grid in the United States are facing an unprecedented number of 

physical and cyber security risks. This session will discuss the methods that electric utilities are using to 

address the wide variety of risks, with special focus on a new program called "Cyber Mutual Assistance." 

Based on lessons learned from major destructive cyber incidents overseas, and from exercises in North 

America, the Cyber Mutual Assistance program was developed. It is an extension of the electric power 

industry's longstanding approach of sharing critical personnel and equipment when responding to 

emergencies. As a variety of industries are struggling with finding qualified security personnel, particularly 

when responding to a cyber incident, the cyber mutual assistance program provides an alternative, surge 

capacity.  

 

 

 

David Batz 

Senior Director, Cyber & 

Infrastructure Security 

Edison Electric Institute     

 

 

 

10:30 - 11:00 am        Networking Coffee Break  
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11:00 - 12:30 pm         

Converging Identity and Access Management Across IT, OT and PACS: A Reference Design  

 

Many utilities run separate IdAM systems managed by various departments whose employees often lack time 

and methods to coordinate access to devices and facilities across IT and OT silos. According to NCCoE's 

electric utility stakeholders, this inefficiency can result in security risks for the organization. Additionally, IdAM 

platforms spread across separate silos in a utility can lead to an increased risk of attack and service disruption, 

an inability to identify potential sources of a problem or attack, and a lack of overall traceability and 

accountability regarding who has access to both critical and noncritical assets. In response to this concern, the 

NCCoE has developed a converged IdAM reference design and example solution, using commercially 

available technologies, that utilities can use to increase security and efficiency in managing access to their 

interconnected devices and facilities.  

 

Key Takeaways: 

• Highlight the reference design's security controls mapping to guidance and best practices from NIST 

and other standards organizations, and to NERC CIP standards 

• Outline how a converged IdAM system allows rapid provisioning and de-provisioning of access from a 

centralized platform, so utility personnel can spend more time on other critical tasks 

• Demonstrate how this reference design can help improve a utility's security posture by tracking and 

auditing access requests and other IdAM activity across all networks 

• Share some real-world results from converged IdAM platforms 

 

  

 

  

 

 

 Harry Perper 

Senior Cybersecurity  

Engineer 

National Cybersecurity  

Center of Excellence at NIST     

 

John Heintz 

Director, Enterprise 

IT Security 

CPS Energy   

 

Jasvir Gil 

CEO 

AlertEnterprise     
  

 

 

 

12:30 - 1:30 pm        Networking Lunch  

 

1:30 - 2:00 pm         

Adapting Security Programs to Support Cloud-Based Applications  

 

Adoption of cloud based technologies is happening at a rapid pace in all industries. The use of both Software 

as a Service (SaaS) providers, as well as, incorporating Infrastructure as a Service (IaaS) to support new 

applications and to port existing applications to a cloud based construct, poses new challenges to all security 

programs.  

 

How best can we, as security practitioners, support our companies in adopting the new technologies while 

maintaining a consistent approach to security monitoring, threat management and incident response? This 

talk will cover items that you should consider, cloud native services that could assist with the transition, as 
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well as, changes that your individual IT department may need to make in order to accommodate the 

implementation of and get the full value from cloud based technologies.  

 

 

 

Jim McNierney 

Senior Security Program Architect 

New York Independent System 

Operator (NYISO)    
 

 

 

2:00 - 2:30 pm         

When Cloud is the Best Solution for Security  

 

The days of on-premises security solutions is quickly disappearing. Yet, protecting critical infrastructure is vital 

to national stability, the lives of those people we service, and to the reputation of our companies. Regulations 

make moving to cloud somewhat uncharted and harrowing. What will your approach be to putting the best 

security in place when the best security options are riskier for Grid reliability but are advertised to be better, 

cheaper, faster, and more effective than your current solutions?  

 

A sane approach starts with evaluating your systems impact to Grid operations and the regulatory 

requirements you're held to, the security needs of your organization, and the systematic approach your 

company needs to deal with different methods of securing on premises and cloud solutions.  

 

 

 

April Morelock 

Lead, Cyber Security Operations Team 

Midcontinent Independent System Operators 

(MISO)   bio 

 

2:30 - 3:00 pm        

 Blockchain for Smart Grid Cyber Security  

 

The grid is getting smarter and more vulnerable. Smart grid is integrating IT systems that enable the utilities 

to manage the grid, and while innovative technologies improve service and reliability, they also create weak 

points. Even with traditional cybersecurity tools, problems persist: There is a lack of cost effective and 

purpose-built tools for securing, tracking and managing grid infrastructure. Also, lack of interoperable 

protocols limit scalable and cost-effective device management and credentialing. Finally, loack of trust is 

impeding consumers' engagement with transactive grids and smart infrastructure.  

 

To address this situation, the U.S. Department of Energy is pursuing a keyless infrastructure security solution 

(kiss), which is seen as a a trustworthy path to cyber resiliency. The goal is to increase the trustworthiness, 

speed, integrity and resiliency of energy delivery systems responsible for transactive energy exchanges and 

integration of distributed energy resources. The technical approach is to partner with vendors to develop a 

prototype of a secure and trustworthy transactive energy platform, and to partner with universities and 

utilities to test and verify the effectiveness of KISS. Additionally, the aim is to demonstrate security, 

adaptability, and autonomous response to cyber attacks on a live utility "cyber-range". This presentation will 

discuss the status of KISS, lessons learned to date, and key takeaways from this important utility security 

initiative.  
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Randy D. Bishop 

General Manager 

Guardtime Energy 

3:00 - 3:30 pm  Networking Coffee Break 

3:30 - 4:15 pm       

Detecting Malicious Behavior in ICS Environments 

ATT&CK for industrial control systems (ICS) is a framework that organizations use to more effectively organize 

their threat hunting and detection capabilities. It can also be used to choose appropriate cybersecurity tools 

to broaden coverage of the detection capabilities. In this session, MITRE will discuss its ATT&CK framework 

for the ICS environment that categorizes the tactics and techniques adversaries use for malicious activities. By 

taking on the adversary's perspective, ATT&CK decouples the problem from the solution and helps transform 

defender thinking from focusing on indicators adversaries leave behind to their actions. Building a threat 

model for ICS systems, e.g. ATT&CK for ICS will enable the industry to prioritize and enhance defenses, 

sharing threat information relative to adversary tactics and techniques, and enable more effective incident 

response. The presentation will include associated use cases of past and recent incidents.  

Harry Perper 

Chief Engineer 

The MITRE Corporation 

4:15 - 4:45 pm  Proactive Cyber Defense for the Power Grid 

Proactive Adaptive Cyber security For Control (PACiFiC) is combining adaptive principles, cross-domain 

information, and classic security practices to deliver measurably more secure, reliable, robust, and resilient 

control systems retaining performance. By unifying disparate data and information from across domains, 

including human, cyber, communications, and process physics, we have defined and established secure 

design principles for use in all OT systems across multiple critical infrastructures. We are testing and adjusting 

adaptive technologies that will proactively stop our adversaries and ultimately create and test an adaptive 

control framework that is aware of business (process control) requirements.  

David Manz, PhD 

Senior Cyber Security Scientist 

National Security Directorate 

Pacific Northwest National Laboratory 

4:45 - 5:45 pm  Drink Reception 
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