
 

Program Agenda 
 

Monday, November 4, 2019 

 

9:00 am - 5:00 pm        Mobile Security Toolkit - Ethical Hacking Workshop 
Presented by the EC-Council      
 

 

Tuesday, November 5, 2019 

 

8:00 - 9:00        Registration and Continental Breakfast  
 
9:00 - 10:00 am        Learning from the Leaders: Key Tactics, Implementations, and Lessons Learned to 
Date  
 

Sandcastles in a Storm: Application Vulnerabilities and How They Weaken our Organizations  

 

This presentation will walk attendees through many of the most pressing issues we face every day, 

across all industries. As we move more and more of our life into applications and the Internet of 

Things, we open ourselves up to additional attacks. We will explore various vulnerabilities, how 

they are attacked, and what it means to all of us. Key takeaways: 

• Understand methods for improving security testing within the SDLC 

• Evaluate various free tools and techniques to decrease security vulnerabilities within 

applications 

• Measure the success of application security programs 

 

 

 

Kevin Johnson 

CEO 

Secure Ideas LLC 

 

SOC-as-a-Service: Understanding Your Environment, the Risks and When They Are Being 

Exploited 

 

In today's business world it is imperative to understand your environment, know the risks and 

vulnerabilities, and be able to rapidly detect security incidents. There are no shortages of threats 

targeting businesses of all sizes - from malware, ransomware, business email compromise and data 

exfiltration companies must find ways to understand the risks and also identify when the inevitable 

occurs. Knowing existing risks and also what to monitor continuously play a role in any 

organization's cybersecurity posture. 

 

This presentation will highlight the importance of understanding your assets, identifying risks, and 

detecting indicators quickly. You will also hear some of the more interesting attacks detected by 

Arctic Wolf security services or shared from prospects prior to utilizing Arctic Wolf's Managed 

Detection and Response service. 
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Bryan Van Den Heuvel 

Presales Systems Engineer 

Arctic Wolf Networks 

 

 

10:00 - 10:30 am        Coffee Break  
 
10:30 - 12:00 pm        Securing the Enterprise Network: Developing A Real-World, Effective Strategy  
 
Asymmetric Cyberwarfare: You're Under Attack and Don't Know It  
 
Asymmetric warfare has its roots in conventional conflicts where a seemingly inferior attacker is able to 
defeat a larger, better-equipped defender. Cyberspace is the today's perfect theatre to apply asymmetric 
strategies, resulting in the chronic weakening of Western economies' power, success, influence, capacity, 
and control.  
 
Asymmetric warfare requires the true nature of the conflict to be unrecognized by those being attacked in 
order to create disorientation. It must stay under the radar. Unable to orient to the true threat, the 
attacked (that's you!) fails to synchronize policy and adopt a strategic response, which could explain why 
best practice security guidelines have gone largely unchanged for years.  
 
This presentation will explain the nature of the asymmetric cyberwar in which we're already engaged, and 
will explore the attackers' goal and the means at their disposal that allow them to engage in what surely 
can be categorized as warfare. 

• What actually makes these attacks asymmetric 
• The specific tactics being used, and against whom they are directed 
• How best practices and policy must change in recognition of this threat 
• How organizations can detect and defend themselves against these attacks 

 

 

 

Richard Henderson 

Head of Global Threat Intelligence 

LastLine 

 

 
 
Creating a Culture of Risk Throughout Your Organization  
 
Today, every employee and department is responsible for IT security. When the entire organization 
considers information security to be a top priority, it goes a long way toward keeping a company's data 
safe. Oftentimes, the ownership of a company's information security is siloed within the IT department. 
However, to have an effective risk culture companies must allow and encourage individuals and 
departments to take risks in an educated and confident manner.  
 
Unfortunately, many companies don't acknowledge risk. Rather, they spend the majority of their time 
managing risks, working towards achieving compliance and staying on-track and on-task. Employees in such 
organizations are typically siloed creating an environment where change will not happen unless they have 
faced criticism. By creating a culture of risk companies will see steps towards progress and innovation, 
improving every aspect of the organization. 
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• Why creating a culture of risk is important
• How to create a culture of risk
• What a good risk culture looks like

Jon Siegler 

Chief Product Officer 

LogicGate     

Case Study: A Bottom Up Approach To Access Management, Because Traditional Top Down Doesn't 
Work  

In 2014, I started the security program for a 20 person SaaS startup in the fintech space called Blend. By 
2019, we had 450 employees. Managing access was a problem at the beginning. On one hand, we needed 
the best security. On the other, we couldn't handicap our employees because we had to move quickly to 
find market fit. At first, we'd pour over the user lists for our critical systems. By the time we hit 75 people, it 
was no longer a reasonable approach. We didn't find a solution on the market, so we built one. Through a 
couple permutations, we arrived at a solution that could scale with the continuous growth. This is the story 
of that solution. 

• Top down access management is a tradeoff - security for effective business. It's not working now,
and never really did.

• Bottom up access management relies on technology, automated provisioning and deprovisioning,
and artificial intelligence, to be effective.

• After scouring the market, we built a custom solution that's proven effective at maintaining top
security practices, and enabling employees to get access when they need it.

Jon Debonis 

Head of Security and IT 

Blend     

12:00 - 1:00 pm  Lunch Break 

1:00 - 3:00 pm   Hackers and Evolving Threats: Perspectives and Insights 

Extracting the Attacker: Getting the Bad Guys Off Your SaaS 

The Microsoft Office 365 suite contains many applications that can help organizations do some amazing 
things. But occasionally, a user account will get compromised by an attacker. You can (and should) reset 
the user password, but is that enough? If that was all you needed to do, this would be a VERY short session. 
Regaining control of a user account does take a little more effort to ensure the attacker isn't just 
temporarily inconvenienced. How do you extract the attackers and get them off your SaaS?  

I'll walk you through some sneaky areas where attacker can retain access and show you how to shut it 
down. I can almost guarantee I'll show you some attack methods you haven't thought of before! 
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• Attendees will see the standard approach to removing attackers in Office 365
• You'll then get a peek at the clever ways that attackers can hide themselves in Office 365.
• I'll then show you how to implement controls to prevent some of the sneaky attacks.

David Branscome 

Partner Security Architect 

Microsoft     

Destructive Malware: Lessons from the Trenches 

IBM has seen a 200% increase in destructive malware incidents over the last year, with remediation on 
average costing $239 million and requiring over 500 hours of labor. This talk will discuss destructive 
malware, what it is, the impact it has on affected organizations, the lessons IBM has learned from our 
experience on the front lines, and what organizations can do to mitigate the risk.  

Drawing on unique, internal data, we'll explain the human behaviors we've seen associated with 
destructive malware, and how threat actors can react in difficult-to-predict ways. We'll also describe the 
most common methods for initial infection and lateral movement we have seen for destructive malware. 
Finally, we'll cover lessons learned and the most effective steps organizations can take to help protect 
themselves both before and during a destructive malware incident. Key takeaways: 

• Destructive malware is being increasing used by criminals, changing and growing this potential
threat

• The cost of a destructive attack is significant and can have long-lasting impacts
• A well vetted response plan is critical to handling a destructive incident

Charles DeBeck 

Senior Cyber Threat Intelligence Analyst 

IBM     

Why an Adversarial Mindset is Important in Today's Threat Landscape 

The modern threat landscape, packed with sophisticated hacking groups and development teams who 
introduce risk with more veracity, represents an enormous challenge for the modern enterprise. Many 
organizations are "addressing" this by buying the newest shiny security product from the latest hot vendor 
and hoping that this will protect them, but most recognize that this isn't enough to actually defend their 
organizations. Many vulnerabilities are the kind that only a trained security expert would spot. The lack of 
well-trained, qualified security professionals exacerbates organizations' challenges.  

What's needed to actually secure environments in this challenging time is a shift in mindset. It's not just 
that we need to make more training available to proactively address the security skills gap. That training 
has to establish an adversarial and persistent mindset among security professionals to combat today's 
attackers. Not every vulnerability is obvious. In order to secure the enterprise, defenders have to think like 
attackers and try harder every time they seemingly hit a dead-end, proactively identifying threats before 
they impact the business. Key learning points: www.asdevents.com - www.asdevents.com/event.asp?id=20397



• How attackers don't need a massive vulnerability to impact organizations - they are perfectly
capable of using seemingly minor flaws in tandem with one another to devastating effect.

• How an adversarial and persistent mindset equips today's security professionals to combat this
threat by recognizing these potential pathways for the threat that they are and flagging them to
organizations before they are victimized by them.

• What organizations stand to gain by proactively investing in cybersecurity skills development, and
how those that do can take control of their security story.

Ning Wang 

CEO 

Offensive Security 

EDR: A False Sense of Security? 

Today's sophisticated attacks, like those we see coming from threat actors such as FIN8, FIN7, and FIN6, are 
engineered to bypass EDR solutions. They choose when, where and how to attack, knowing the various 
detection methods used by those systems. In the presentation, we will look at these case studies and cover 
the different relevant techniques employed by the advanced groups to bypass behavior-based solutions, 
static-based scanning solutions, and whitelisting-based solutions. We'll practically demonstrate those 
bypass techniques by using a framework developed for Red Teamers called TotalEvasion, which is derived 
from the Inception, SharpShooter, DotNetToJScript and Metasploit frameworks, and is based on a set of 
widely-deployed fileless attack techniques. We will examine in detail the full attack chain of a fileless, 
living-off-the-land attack, looking at the various mechanisms used by security tools to detect attacks, and 
analyzing each stage of the attack to understand the evasive techniques it uses to remain undetected. 

• Attendees will deconstruct the various mechanisms security tools employ to detect attacks and
learn more about the evasive techniques attacks use at every stage to remain undetected.

• Attendees will be able to connect their knowledge from the defense and attack aspects of
cybersecurity to gain a deeper understanding of the way advanced attacks are engineered to
bypass EDR.

• Attendees will also be exposed to the TotalEvasion pentesting tool, a non-commercial pentesting
framework that is available to qualified researchers and testers.

Michael Gorelik 

Chief Technology Officer 

Morphisec     

3:00 - 3:30 pm  Coffee Break 

3:30 - 4:30 pm   Ensuring Cyber Security in Mission-Critical Industrial Control Systems 

BLACK GOLD: The Battle to Defend the Most Treasured Assets in the World 

You're a CIO, CISO or IT Security Manager, and you wake up in the middle of the night to a call from your 
Security Operations Center (SOC) analyst. Suddenly you find that your organization is in the headlines of 
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national newspapers because their core business - operational technology (OT) (an energy/oil producing 
plant) - was breached. And it does not only stop there -- this cyber incident has caused huge environmental 
disaster and resulted in an explosion due to incorrect mixture of blend or kicked-off emergency shutdown 
procedure of an production facility.  

But what if you could stop all hacker/terrorist acts before they happen? The recent growth of IP-based 
systems and the push for Industrial Revolution 4.0 (IR 4.0) in OT/ICS/SCADA presents a massive opportunity 
for companies to use these datasets in many meaningful ways for security/network/OT centers. As more IT 
and OT integration happens, we have created a world of hybrid environment infrastructures requiring 
businesses to address both technological and organizational issues in order to comply with government 
and industry best-approach requirements.  

This presentation will spell out the plan and showcase how the largest OT implementation of cyber security 
monitoring in the world happened, enabling us to be ready for any breach in OT.  

Anas Faruqui 

ICS Consultant, Analyst, Engineer & Architect 

Saudi Aramco     

New Models to Protect Critical Infrastructure from the Cybersecurity Perfect Storm 

As industrial control systems are increasingly targeted by advanced cyberattacks, concerns have grown 
about our ability to adequately protect our critical infrastructure. Several factors have converged to make 
this problem seem daunting. With increased convergence of IT and OT systems, previously isolated systems 
are being exposed. At the same time, advanced fileless and in-memory malware techniques, that bypass 
conventional security tools have become widespread and easily available to attackers.  

New security models are emerging that don't rely on porous perimeter defenses to be effective. Rather 
than endlessly chasing elusive external threats, new technology can map what critical applications are 
supposed to do, and guardrail them against any deviations during runtime - essentially inoculating critical 
systems from being hijacked by attackers. This model can proactively protect new and legacy applications 
and provide effective real-time defense for SCADA and other industrial controls systems. This discussion 
will include case studies from global customers including Raytheon and Schneider Electric.  

William Leichter 

Vice President 

Virsec     

4:30 - 5:00 pm   Toward the Future: Best Practices for Online Security, Consumer Protection and 
Privacy  

Recent headlines paint a bleak picture of internet privacy and security. Between large-scale breaches, email 
compromises and questionable handling of users' data through third-party services, the need for 
organizations to embrace best practices when safeguarding private data is critical. In the recently released 
10th edition of the Online Trust Audit & Honor Roll, the Internet Society's Online Trust Alliance evaluated 
over 1200 consumer-facing websites for their best practices in brand and consumer protection, security, 
and privacy across a broad range of industries, from healthcare to government to payment services. This 
has allowed for a comprehensive view of what top companies are doing today to protect consumers, and 
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how it compares to previous practices. But how far do companies still have to go on privacy, and what 
implications do the EU's General Data Protection Regulation (GDPR) and the California Consumer Privacy 
Act (CCPA) present? This speech will highlight the overarching results of the study, discussing areas where 
improvements have been made and how they were achieved, and instances where more work needs to be 
done to align current business practices with consumer expectations of trust. Key Take-Aways: 

• Provide specific and tangible ways for businesses to enhance their online security and assess the
effectiveness of existing privacy and security practices in place.

• Explain how companies can move back into alignment with consumer expectations, as well as
comply with new and upcoming legislation, such as with their privacy policies.

• Gain key insights into next year's report criteria and areas of increased focus for privacy
professionals, giving attendees a head start on addressing new and worsening threats.

Jeff Wilbur 

Technical Director, Online Trust Alliance 

Internet Society 
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