
Standardizing Automotive Cybersecurity to Address the Entire Vehicle Life-Cycle 

8.30 AM REGISTRATION AND BREAKFAST 

9.00 AM

PART ONE PRIORITIZING CYBERSECURITY INTO THE CONCEPT DESIGN & RISK ASSESSMENT 
OF A SUBSYSTEM 

Join this four-part, hands-on training day to work through the vehicle life-cycle using a unit or subsystem as a case study, with the goal of learning how to prioritize 
cybersecurity at every stage. 

In Part One, troubleshoot pre-production cybersecurity challenges in risk assessment and concept development. Work in small groups to form a list of actionable 
measures based on phase 1 of the product life-cycle. 

John Krzeszewski, Chief Engineer - Cybersecurity, Aptiv, and Chair PG1, ISO/SAE 21434

Developing a Framework 

Start by building out a risk assessment using a 
unit or subsystem as a case study.

Contextualizing Cybersecurity Needs

Turn the risk assessment from your first breakout 
into a list of cybersecurity requirements. 

What Have We Learned?

Based on the exercises from this morning’s session, 
how is this approach to risk assessment different 
from how your team is currently operating?

10.30 AM BREAK

10.45 AM

PART TWO PRIORITIZING CYBERSECURITY IN THE PRODUCT DESIGN OF A SUBSYSTEM 

Building on the same case study from this morning’s earlier session, learn how to prioritize cybersecurity at every stage of the vehicle life-cycle. In working groups, 
move into phase 2 of the product life-cycle, addressing the specifics of secure product development. 

Led by our industry expert, this session will challenge your current approaches to product cybersecurity with the aim of improving current processes, and determining 
where the biggest impacts to your bottom line will be. 

Anuja Sonalker, Chief Executive Officer, STEERTech; Co-Chair PG2, ISO/SAE 21434

Secure Product Development Planning 

Outlining a solid plan in moving from concept 
to the in-development phase. What have we 
prioritized in our security requirements that needs 
to be factored in?

Contextualizing Cybersecurity Needs

Moving into the hands-on approach of the 
workshop. Where are the biggest impacts to your 
bottom line? How is your current approach to 
secure product develop vulnerable, if at all?

What Have We Learned?

Based on the exercises from this morning’s session, 
how is this approach to concept design different 
from how your team is currently operating?

12.15 PM LUNCH AND NETWORKING
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1.00 PM

PART THREE OPTIMIZING POST-PRODUCTION, INCIDENT RESPONSE, AND TRIAGE TO SUPPORT 
CYBERSECURITY 

Led by our industry expert, work in small groups to form a list of actionable measures based on phase 3 of the vehicle life-cycle, addressing challenges around post-
production, incident response, decommissioning, and any other challenges that may arise when the vehicle is on the road. 

Chris Clark, Senior Manager – Embedded Ecosystems, Synopsys and Chair PG3, ISO/SAE 21434

Post-Production Challenges

Building on the same case study used throughout 
the workshop sessions, outline an approach 
to post-production, decommissioning, incident 
response, and triage. 

Contextualizing Cybersecurity Needs

Where is the vehicle most vulnerable in 
cybersecurity, and how can you build out a post-
production plan to mitigate these risks?

What Have We Learned?

Based on the exercises from today’s session, how 
is this approach to post-production different from 
how your team is currently operating?

A very informative event that highlights the need to focus on current as well 
as upcoming challenges in cybersecurity.” 

- Hyundai Kia America Technical Center Inc.
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Tuesday, October 29, 2019MAIN CONFERENCE DAY ONE

8.30 AM BREAKFAST & REGISTRATION

8.45 AM CHAIRMAN’S OPENING REMARKS

9.00 AM

PANEL SESSION ISO/SAE 21434 UPDATE: EMBEDDING CYBERSECURITY IN EVERY STAGE OF THE 
SOFTWARE/PRODUCT DEVELOPMENT LIFE-CYCLE 

There may be a number of reasons cybersecurity is often regarded as an overhead cost rather than an active investment – a lack of demand from the consumer, or 
that forward-thinking on cybersecurity is left to be driven by OEMs and Suppliers. Recently, this has shifted with the development of the ISO/SAE 21434 Standard, 
building upon ISO 26262. Though not yet finalized – the standard will aim to address automotive use of embedded controllers, safety issues, or form a complete 
picture of the vehicle life-cycle. Join this panel session to hear:

• What topic areas the ISO/SAE 21434 Standard will cover, and how it will aim to close the gaps left by its hardware-focused predecessor, ISO 26262.

• The impact this standard will have on your engineering life-cycle, both in terms of cost-effectiveness and initial investment.

• Updates on the development of this standard, when is this likely to be put into practice?

Angela Barber, Senior Advisor, Product Cybersecurity, Mitsubishi Motors North America

Suzanne Lightman, Senior Information Security Advisor, National Institute of Standards and Technology

9.45 AM

KEYNOTE THE METRICS MANIFESTO: CONFRONTING SECURITY WITH DATA 

Exposing more value, to more people, through more channels at higher velocity. This is digital transformation.  It doesn’t matter if you are in retail, finance, or the 
automotive industry - it’s transform or die.  One of the unwanted byproducts of “value over-exposure” is bad guys.  For the security leader this creates a dilemma.  
How do you know your security programs are working in this new milieu?  How do you measure risk when you either don’t have enough data or too much? This talk 
will cover points of views and practices from “How To Measure Anything In Cybersecurity Risk” and forth coming “The Metrics Manifesto”.  Walk away with a security 
measurement mindset fit for the challenges of digital transformation age.

Richard Seiersen, Co-Author, How to Measure Anything in Cybersecurity Risk

10.15 AM MORNING NETWORKING BREAK
Join us in our Cybersecurity hub to learn about future trends, developments and innovation to advance and support our cybersecurity needs.

11.00 AM

CASE STUDY CYBERSECURITY PARALLELS BETWEEN UAS INTEGRATION AND INTRODUCING 
AUTONOMOUS VEHICLES INTO INFRASTRUCTURE 

Starting with an overview of work being done through the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency’s (CISA) Aviation 
Cyber Initiative (ACI), this case study will examine the risk parallels and areas of best practice between introducing and securing against Unmanned Aircraft Systems 
(UAS) into the aviation ecosystem, and putting autonomous vehicles onto our roads. Join this session to:

• Hear about cutting edge work being done on infrastructure resilience and data leakage analysis.

• Learn about what elements of cybersecurity risk for UAS align with that of autonomous vehicles, particularly from the infrastructure perspective.

• Understand the ACI and efforts to replicate this in the automotive sector.

O.T. Gagnon III, Chief Strategist & Relationship Manager, National and Homeland Security, Idaho National Laboratory Resilience Optimization Center (IROC)

Professor Harry Wingo, Faculty, College of Information and Cyberspace, National Defense University
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11.30 AM

CASE STUDY TACKLING CONSOLIDATION, AUTOMATION, INTEGRATION FOR PUBLIC 
TRANSPORTATION SYSTEMS 

The busses, trains, and smart cars running through our public transportation systems are collecting millions of megabytes of data an hour. While this information can 
be used to advance technologies, infrastructure, and the sophistication of the world we live in, it also poses a number of technical challenges from a cybersecurity 
perspective. Join this session from Ahsan Baig to learn: 

• The cybersecurity risk and architectural challenge of integrating from different sources with a unique data pipe.

• Where API consolidation proves most effective.

• The different opportunities to automate, what these look like, and the challenges in implementation.

Ahsan Baig, Chief Information Officer, Alameda Contra Costa Transit

12.00 PM NETWORKING LUNCH

TRACK 1 
PRODUCT SECURITY 101 
In this technically-focused track comprised of a series of recent case 
studies, hear from peers about efforts in creating the most cyber secure 
products on the market. 

TRACK 2 
CONNECTED CYBERSECURITY 
From in-car to infrastructure, V2V to V2X and V2I communications, join this 
track to talk through how connectivity and cybersecurity are interfacing in 
today’s environment. 

1.00 PM EXAMINING THE PARALLELS: UPGRADING 
IT CYBERSECURITY PRACTICES FOR 
AUTONOMOUS VEHICLES 

While cybersecurity is relatively new to the automotive industry, in IT it’s 
day-to-day. Join this session to hear how colleagues at APTIV are tackling 
challenges around IT integration for cybersecurity, with consideration to: 

• Faster processing times, 10 minute cybersecurity checks for IT versus 10
second checks for automotive. How do we fast-track the development of IT
cybersecurity systems to be compatible with automotive?

• Design considerations for: network security, feature activations, key
management, and secure reboot.

• Tackling challenges for secure integration of a TLS stack, down to the
ECU level.

Sriram Yarlagadda, Cybersecurity Architect, APTIV

WHERE THE RUBBER MEETS THE ROAD: 
EXPLORING THE ROLE OF BLOCKCHAIN 
IN AV CYBERSECURITY 

The future of mobility promises convenience, efficiency, and data insights, and 
autonomous vehicles are sitting center stage. With these promises, however, 
comes the challenges of ensuring privacy, security, and data integrity. With so 
many unanswered questions about how to secure the data and communications 
of potentially millions of vehicles, devices, and sensors, could blockchain be 
the disruptive technology that could save the day? This session will discuss:

• The role of blockchain in AV cybersecurity exploring use cases that help
mitigate organizational risk and ensure consumer safety.

• Where we sit with current AV cybersecurity, and how this will be enhanced
by the use of Blockchain technology.

Dr. Rhonda Syler, PhD., Clinical Assistant Professor & Associate Director of 
Enterprise Systems, Walton School of Business, University of Arkansas
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1.30 PM COMMUNICATION 101: INTERFACING WITH ALL BUSINESS 
UNITS REQUIRED TO CREATE A CYBER-SECURE PRODUCT 

Welcoming open dialogue from the audience, think through the specifics around: 

• How each unique engineering, audit, assurance, or business unit speaks
what the common language and terminology is, and how you can frame
your communication to other units with these differences in mind.

• How many different business functions are actually involved in
comprehensive vehicle cybersecurity? Do we actively engage all these units?

• What does best practice look like in this area – how do the most cyber-
secure teams interface, and what can be learnt from this approach?

Robert Kaster, Chief Technical Expert, Robert Bosch LLC.

CRYPTOGRAPHY FOR COMMUNICATION 
NETWORKS: TECHNIQUES FOR 
AUTOMOTIVE CYBERSECURITY 

Intelligent Transportation Systems offer promising applications for efficient 
and safe communication for autonomous and smart cars. Facilitating V2V, V2X 
communication – ITS is just one vehicular network that makes embedded 
security applications computationally hard and memory constrained. Join this 
session to hear about:

• Lightweight cryptography methods for these communication networks.

• Work being done to enhance cryptography techniques for automotive
cybersecurity.

Brad Beutlich, Vice President of Western and LatAm Sales, nCipher Security

2.00 PM AFTERNOON RECHARGE

2.30 PM

PANEL SESSION CYBERSECURING DATA WITH CONSUMER PRIVACY IN MIND 

As V2X, V2V communication systems and connected vehicles become more common, the question arises around how we cybersecure data being communicated 
through these systems. Join this panel session to discuss: 

• Concerns on securing data to be compliant with the huge number of consumer protection laws (GDPR, California Consumer Privacy Act) in place. What other
privacy legislation may touch on this (like HIPAA), and how can OEMs and suppliers ensure consumers are protected against them?

• Where are the vulnerabilities within these communication channels, how can OEMs secure them? What are the technical challenges surrounding this?

• Is there an example of best practice to draw upon? If not, what would best practice look like?

Dr. Rhonda Syler, Ph.D., Clinical Assistant Professor & Associate Director of Enterprise Systems, Walton School of Business, University of Arkansas

Dr. Jin Shang, CEO, GAC R&D Center in Silicon Valley

3.00 PM

GROUP THINK WHAT DOES THE IDEAL FEDERAL-LED FRAMEWORK FOR AUTOMOTIVE CYBERSECURITY LOOK LIKE?

Federal government has been historically hands-off when it comes to automotive cybersecurity. Initially, the Department of Transportation’s National Highway and 
Transport Safety Administration proposed a set of voluntary cybersecurity guidelines for OEMs and Suppliers to follow, leaving plenty of room for interpretation. 
Further guidance in Cybersecurity Best Practices for Modern Vehicles focusses on hardening a vehicle’s electronic architecture against potential attacks, focusing 
on the most obvious pain points. While any progress is good - what does the ideal framework for cybersecurity look like? Join this grou-think session led by the US 
Department of Commerce to troubleshoot: 

• Gaps in current cybersecurity frameworks, with particular consideration to supply chain management

• What does the ideal industry-wide collaboration look like?

Patrick Wilson, Director, Office of Business Liaison, US Department of Commerce
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4.00 PM

CASE STUDY PROTECTING AGAINST UNRELIABLE GPS INFORMATION, GPS SPOOFING
AND COUNTER SPOOFING

Especially in the case of autonomous vehicles, more and more systems rely upon accurate, live-streamed GPS coordinates. In this case study led by a cybersecurity

expert, examine:

• Using reliable GPS information as an example, look at the parallels between functional safety and cybersecurity, and how this factors into the future of autonomous
vehicles.

• Emerging technologies around GPS spoofing with consideration to functional safety certification.

• Taking a software-based approach using cloud data to get GPS accuracy within 10 centimeters

4.30 PM

CROSS-SECTOR CASE STUDY CYBERSECURING ROBOTIC AND AUTONOMOUS SYSTEMS AGAINST ATTACK 

Join this cross-sector case study to examine how engineers are actively spoofing robotics and autonomous systems to ensure they have the highest degree of 
security against attack. 

• Moving from research on theoretical systems to a laboratory approach, where are the vulnerabilities and where can they be exploited for maximum gain?

• How have digital (as opposed to analog) attacks forced change in traditional approaches to cybesecurity?

• Lessons learnt from in-field testing, how this has set a new standard in assessing robotics platforms.

Dr. Dariusz Mikulski, PhD., Senior Research Scientist, U.S. Army CCDC Ground Vehicle Systems Center

5.00 PM

CLOSING REMARKS AND THOUGHT EXCHANGE LETTING AI DECIDE OUR DISCUSSION GROUPS FOR DAY 2!

With a day filled with learning sessions and networking opportunities ahead, we are going to be using the anonymous two-way experience platform, Thought 
Exchange, to give you the chance to flag your most important topics. Our Chair will ask open-ended questions to the audience who can respond using the Thought 
Exchange platform. The App will then categorize the answers into the top 3 groups, to form the basis of discussion for tomorrow’s roundtables, which will be 
facilitated by the Advisory Board.

5.15 PM MEET UP
Join us for a meet up as we continue the networking and conversations.
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8.30 AM BREAKFAST & REGISTRATION

8.45 AM CHAIRMAN’S OPENING REMARKS

9.00 AM

CASE STUDY CYBERSECURING THE INTERSECTION OF BIG DATA & CLOUD COMPUTING FOR L3-L4 AUTONOMOUS 
VEHICLES 

As vehicles become increasingly more connected through V2V, V2X communication, they become more vulnerable. Join this session to learn: 

• Big data analytics applications with vehicle connected data - how do these sit within vehicle architecture and what security risks do they pose?

• The framework of data collection, data flow architecture, and cloud computing and its implications for cybersecurity

• Using data collected to reinforce cybersecurity efforts

Dr. Jin Shang, CEO, GAC R&D Center in Silicon Valley 

9:30 AM

KEYNOTE BUILDING ADVANCED SECURITY PLATFORMS FOR AUTONOMOUS VEHICLES

• Looking at the data connectivity piece: what are the real-world considerations looking at data privacy and connectivity?

• Cybersecurity for vehicle architecture of an autonomous vehicle - how does this differ from that of a traditional vehicle, and what additional factors are at play?

• Looking at advancements and developments from Uber’s cybersecurity team.

Dave Butler, Head of Advanced Platform Security, Uber ATG

10:00 AM

CASE STUDY ENABLING A SAFER TOMORROW: LOOKING AT SAFETY, PRIVACY FROM A EU PERSPECTIVE

The RDW (Netherlands Vehicle Authority) oversees 4.6bn transactions per year, 384m per month, and 12m per day. Enter GDPR: how do we make these transactions 
secure, protect our customers privacy, and still maintain efficiency across the organization? Led by the Director of Vehicle Regulation & Admittance, this session will 
review: 

• The innovative vision, testing, and modern type approval for automotive cybersecurity in the Netherlands;

• Where the gaps are in innovation and regulation, strategies to overcome this and partnership building with manufacturers;

• Operating within strict GDPR parameters for OEMs;

• Progress over the past months and vision for the future.

Gerard Doll, Director of Vehicle Regulation and Admission, Netherlands Vehicle Authority

10.30 AM NETWORKING BREAK AND REFRESHMENTS

Wednesday, October 30, 2019MAIN CONFERENCE DAY TWO
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TRACK 1 
PRODUCT SECURITY 101 

TRACK 2 
CONNECTED CYBERSECURITY 

11.00 AM EFFECTIVE UTILIZATION OF YOUR LEGAL 
COUNCIL: ENGAGEMENT FROM THE GET-GO 

Spurred on by the consideration of corporate infrastructure in draft versions of 
ISA/SAE 21434, it’s never been more important to include your legal counsel 
from the beginning of an issue. Join this session to learn: 

• Best practices in legal collaboration models, why involving an attorney
from the outset is beneficial to all parties, and how this mitigates risk further
down the road.

• The key to open and ongoing communication channels, drawing on
experience and examples.

• Better understanding of the perspective your legal counsel can bring to a
difficult situation, overcoming misconceptions and alleviating concerns.

Daniel Warsh, Legal Counsel, Robert Bosch LLC.

PROTECTING DATA & PRIVACY: 
CYBERSECURITY FOR SUBSCRIPTION-BASED 
SERVICES AND IN-CAR WALLETS 

In today’s world, all of our devices are interconnected. Our phones sync to 
our cars through Bluetooth, simultaneously streaming not only music – but 
megabytes of data, potentially including in-car wallet details. If not through 
Bluetooth, in-car smartphone applications with personal data also pose 
potential cybersecurity vulnerabilities. Join this session to troubleshoot: 

• The different channels of vulnerability when interfacing between phone and
car. How can we protect personal data with privacy in mind?

• Like we have on our iPhones and Androids, is it feasible to have a “return to
factory settings” button on our cars that will wipe all collected data?

• What are the data parameters that OEMs are operating within when it
comes to cyber securing in-car data?

Peter Mortensen, Sr. Manager UX/UI Software, Byton

11.30 AM BASICS OF FUTURE-FOCUSED
CYBERSECURITY: UNDERSTANDING USE 
CASES FOR AI & ML

Artificial Intelligence is on everyone’s radar – but how applicable is it to 
cybersecurity. Is it even effective? Join this session to learn the importance of 
the use cases for AI & ML algorithms in the cybersecurity context to:

• Factor in a dynamic, constantly changing vehicle environment into
algorithms.

• Use cases of message rates, how fast they come, content, accidents, and
creating a simulated environment that accounts for all combinations of the
above.

• Prevent false detection before it happens.

David Zage, Security Architect, Intel Corporation

USING AI TO DEPLOY THREAT-DETECTION 
IN A NON-CONNECTED CAPACITY 

When it comes to threat detection, a lot of it has to do with being connected 
to a back-end system that (you guessed it) poses a cybersecurity risk. How 
can you still accomplish threat detection schemes in a non-connected 
capacity, or mechanism? Join this session to discover: 

• Technology that is geared for this use case, using IoT devises that
aren’t connected to the internet, but still need to gather information from
these systems.

• How offline data collection and AI mechanisms can talk to offline
devices and report back to a main server.

• The benefits of offline data collection, and the mechanics of how it operates.

12.00 PM NETWORKING LUNCH

Wednesday, October 30, 2019MAIN CONFERENCE DAY TWO
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1.00 PM

THOUGHT EXCHANGE ROUNDTABLES 

Throughout the conference, we have used the Thought Exchange platform to answer open-ended questions by the Chair, and rate each others thoughts on what the 
most important areas of focus are. Facilitated by the Advisory Board, attendees will now break into roundtables based on the top four upvoted thoughts, and pressing 
challenges facing the automotive cybersecurity community. 

TOPIC 1 TOPIC 2 TOPIC 3 TOPIC 4

2.00 PM AFTERNOON RECHARGE

2.30 PM

CASE STUDY DEMYSTIFYING PLATFORM CYBER RESILIENCE 

Today’s platform systems are highly complex, often having large numbers of electronic components, microprocessors, and internal (on board) and external (off board) 
communication networks. These systems are often hardened and secured using checklist approaches like the Risk Management Framework (RMF) that are based on 
decades of IT best practices. Join this session to hear about:

• Optimal analytic frameworks to provide a multi-level construct for identifying security controls needed to disrupt high-likelihood, high-severity cyber attacks.

• The future of tradecraft engineering, how to build upon a resilience foundation to optimize in-depth resilience and cyber resilience technology.

2.45 PM

CASE STUDY SAFETY & SECURITY: CONSIDERATIONS FOR INTEGRATED SYSTEMS CONCEPTS

Hazards are present in every environment. How can car manufacturers and suppliers work to differentiate between “safety function” and “functional safety” to 
mitigate these hazards (with security in mind) for integrated systems? Join this session to examine: 

• Safety- and security-critical functions at the system and operational level;

• Changing the traditional mind set of “safety is enhanved by component reliability” to “safety and security are control problems”

• Looking at adaptive cruise control systems.

3.30 PM

BUILDING UP RESILIENCY FOR EMBEDDED, REAL-TIME SAFETY RELATED SYSTEMS 

• The need to focus on building up the dependability and resilience of these real-time systems, especially in the context of connected autonomous and next-
generation vehicles.

• Balancing security requirements against other considerations, like availability and functional safety.

• Considering robust, reactive, and defensive architectural solutions

4.15 PM SEE YOU IN 2020!

Wednesday, October 30, 2019MAIN CONFERENCE DAY TWO

  Product Life-cycle   Architecture   Training & Standardization   Risk Management

www.asdevents.com - www.asdevents.com/event.asp?id=21585

mailto:enquiryiqpc%40iqpc.com?subject=Automotive%20Cybersecurity%20Silicon%20Valley%202019%20Info%20Request%20%E2%80%93%20Brochure
https://www.automotive-iq.com/events-automotivecybersecurity
https://www.linkedin.com/groups/8585300/
https://twitter.com/VehicleInsights
https://www.youtube.com/channel/UCfe4lzLcFmCmSGVZ1vvNnaQ
https://www.automotive-iq.com/events-automotivecybersecurity/srspricing

