
PRE-SUMMIT DAY  December 4, 2019

08:00 Registration and Breakfast 

08:50 Director’s Opening Remarks

09:00 Utilizing Resources and Data to Catch More than Just a Security Breach 

Audience members will be able to gain insight through an industry example that showcases how data and monitoring activity is able to catch more than just a threat to the 

company, but also prevent harm to an employee. 

• How to provide an effective training for management and/or supervisors

• Understanding the importance of an Insider Threat Program

Ken Collins, Senior Insider Threat and Counterintelligence Analyst, Defense Logistics Agency 
UTP

10:00 Morning Networking Break

10:30 Are You the Next Target? Understanding What Information is Vital

An insider threat could potentially be someone sitting right next to you and it is crucial to understand what to look for and how to navigate. This will be an interactive 

session showcasing ways employees could potentially be the next target. 

• Identifying ways to uncover if you’re being targeted by an insider

• Understanding what information is vital for the safety of yourself and your corporation

Brigadier General (Retired) Scott Bethel, President, Integrity ISR 
DPR

11:30 Lunch

12:30 Building a Security and Insider Threat Investigations Team at the Corporate Level 

Training your employees on how to detect warning signs of insider threats is a great way to limit future issues from occurring. You will have opportunity to hear from the 

Director of Global Investigations at Dell Technologies, Timothy Kirkham, about this experience using different methods of training and how to effectively get across the 

importance of noticing suspicious signs. 

• Learn how to Implement a management system that provides knowledge to employees

• Adapt ways to educate your employees on email risks

• Utilizing interactive trainings to establish the importance of insider threat management

Timothy Kirkham, Director of Global Investigations/ Insider Risk Management , Dell Technologies 
DPR MMT

13:30 Director’s Closing Remarks

13:45 END OF FOCUS DAY

DPR
Discover proven resources and tools to 
identify the next unforeseen threat

MMT
Mitigate malicious threats and negligence by 
building an effective insider threats program 

UTP
Utilize technology and policy developments 
to properly monitor and detect threats

www.asdevents.com - www.asdevents.com/event.asp?id=21658

mailto:idga%40idga.org?subject=


08:00 Registration and Breakfast 

08:50 Director’s Opening Remarks

09:00 A Threat on the Inside: Securing The Department of Homeland Security 

The DHS must ensure that is protected from all security threats including those on the inside. This can range from a negligent or a malicious threat. 

• Protecting your workplace from violence, fraud, waste and other workforce corruption

• Tackling legal questions and culture change at the DHS

Richard McComb, Chief Security Officer, Department of Homeland Security 
DPR MMT UTP

09:45  Investigating the Crime Before the Crime 

This session will decipher ways to predict a corporate crime using Artificial Intelligence. Solutions are now able to provide baselines for normal user behavior and greater 

visibility into account activity. 

• Using AI to create predictions about an employee’s behavior before company departure

• Understanding and evaluating the habits of a user using machine learning and analytics

• Utilizing AI to evaluate what systems are compromised and determine illicit activity

Shown Epley, Program Manager, Air Force Insider Threat Program, Office of the Secretary of the Air Force, Concepts, Development and Management 
DPR UTP

10:30 Morning Networking Break

11:00 Company Culture/Ethics/Ethos vs. Privacy and Security

• Analyzing what data points should be monitored and taken into consideration

• Understanding how to navigate the mix of personal and business, between content and network

Seth Eichenhtolz, Principal, Head of Ediscovery, Insider Threats Risk Management, Mastercard 
MMT UTP

11:45 Adapting to Culture Change: From One Company to Another

Each company has its own culture that coincides with its mission statements, target market and other business initiatives. The way an insider threat is detected is 

determined by the atmosphere of the organization and what policies are in place. 

• Evaluating the atmosphere and employee market of your corporation

• Understanding how to successfully adapt to culture change in order to see progress in threat management
MMT

12:30 Lunch

DPR
Discover proven resources and tools to 
identify the next unforeseen threat

MMT
Mitigate malicious threats and negligence by 
building an effective insider threats program 

UTP
Utilize technology and policy developments 
to properly monitor and detect threats

SUMMIT DAY 1 December 5, 2019 

www.asdevents.com - www.asdevents.com/event.asp?id=21658
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13:30 Protecting the Cloud 

• Evaluating threats posed to defense networks

• Using cloud networks to share data within an organization

Gerald Caron, Director Enterprise Network Management, Department of State 
DPR UTP

14:15 Cross Team Collaboration - Building Relationships with Different Stakeholders 

Building relationships with stakeholders throughout the company will indeed help detect an Insider Threat pre-crime. With all hands on board, malicious insiders, negligent 

insiders and infiltrators will have difficulty completing the task. 

• Ensuring representation from all key stakeholders inside a company to prevent a threat

• Ways to build a successful team and utilize resources from all of the organization
MMT

15:00 Advancing your program before introducing technology 

• Understanding what a program can do for quick wins before getting into the heavy technical solutions.

Stacey Champagne, Insider Threat Program Lead, Blackstone 
MMT

15:45 Director’s Closing Remarks

16:00 END OF MAIN DAY 1

DPR
Discover proven resources and tools to 
identify the next unforeseen threat

MMT
Mitigate malicious threats and negligence by 
building an effective insider threats program 

UTP
Utilize technology and policy developments 
to properly monitor and detect threats

SUMMIT DAY 1 December 5, 2019 
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08:00 Registration and Breakfast 

08:50 Director’s Opening Remarks

09:00 Evolving Insider Threat Detection Across the DOD 

Understand and evaluate how the DOD has utilized key strategies, training and solutions to detect potential threats in an organization. 

• Evaluating challenges and proving solutions to effectively detect a threat

• Incorporating training and awareness education across the DOD’s Insider Threat efforts

Gary Reid, Director of Defense Intelligence (Intelligence and Security), Office of the Under Secretary of Defense for Intelligence, US Department of Defense 
DPR

09:45 Creating the Ideal Insider Threat Program

The purpose of an Insider Threat Program is to deter and mitigate Insider Threats. The National Insider Threat Task Force was created to enforce standards on programs. 

Here you will uncover how businesses can begin building an effective program from scratch. 

• Effectively outlining the scope of a potential Insider Threat program

• Getting successful management buy-in in order to establish an effective project

Sabeena Khanna, Director, Insider Threat Program, Department of Energy 
DPR UTP

10:30 Morning Networking Break

11:00 How the MDA approaches Insider Threats 

• Effectively monitoring and limiting access to certain workplace data using technology solutions

• Determining what should be measured in threat detecting and how to accurately measure it

Colonel Robert McVay, Chief Information Security Officer, Missile Defense Agency 
DPR

11:45 Keeping Humans in the World of Technology 

Technology is a significant factor in detecting threats, but the human connection and being open carries weight. Chief Risk Coach, Beth Miller, will dive into the importance 

of maintaining a relationship between security officials and team members in order to relieve tension and gain useful knowledge. 

• Relieving employee anxiety with visibility to security teams

• How providing effective training to employees can lead to minimal mistakes

Beth Miller, Chief Risk Coach, Mattuc 
MMT

DPR
Discover proven resources and tools to 
identify the next unforeseen threat

MMT
Mitigate malicious threats and negligence by 
building an effective insider threats program 

UTP
Utilize technology and policy developments 
to properly monitor and detect threats

SUMMIT DAY 2 December 6, 2019
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12:30 Utilizing Data Loss Prevention Practices & Technologies to Reduce Insider Threats

• Understanding the current DLP threat landscape

• Reviewing technology requirements to reduce data loss

• Outlining the road map ahead

Nate Lange, Information Security Lead, Insider Threat, Company Withheld 
UTP

13:15 Lunch

14:15 Utilizing AI to Detect Suspicious Activity in Real-Time

• Monitoring user activity to detect anything suspicious while using artificial intelligence

• Determining whether or not employees are engaging in a non-work like manner online

• Detecting users who are abusing their access in real time

Joshua Boyce, Cybersecurity and Privacy Incident Response Crisis Lead, Microsoft 
DPR UTP

15:00 Director’s Closing Remarks

15:15 END OF MAIN DAY 2

DPR
Discover proven resources and tools to 
identify the next unforeseen threat

MMT
Mitigate malicious threats and negligence by 
building an effective insider threats program 

UTP
Utilize technology and policy developments 
to properly monitor and detect threats

SUMMIT DAY 2 December 6, 2019
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