
Conference Workshop 27 November 2018

0930 - 1200

HOW A CYBER SECURE CULTURE CAN BE CREATED  IN YOUR ORGANISATION
Engaging more organisations on cyber security is a major focus across the cyber security industry. 

While cyber security systems are fundamental, without engagement and understanding from people both within the cyber security 
operations center and in the wider organisation, all organisations remain exposed to cyber threats . Managing a secure network is therefore 
reliant upon human engagement, and increasingly amongst industries and individuals that have not previously faced a cyber threat.

This session will focus on how cyber security risks should be explained to and addressed by different departments within an organisation,  
and how cyber security can be built into a company mentality. Key topics that workshop participants will focus on include:  

• How cyber security concerns can be identified to departments needs
• Managing cyber risk outside of the SOC environment
• How cyber awareness can be developed on an individual basis, and cyber awareness can be fostered beyond the initial buy-in phase 
• Demonstrate how a cyber secure culture mitigates the risk from cyber attack 

By attending this workshop, you will be able to;

• Effectively engage with departments on cyber security
• Recognise your own internal threats, and develop comprehensive strategies to address these
• Create a cyber secure environment within your own organisation
• Build a holistic approach to cyber security beyond the immediate control of the SOC

Mauro Brignoli, Co-chair of Working Group 5 (WG5: Education, awareness, training, cyber ranges),  
European Cyber Security Organisation

Very valuable as gave an insight cross-industry 
Pete Robinson, Senior Cyber Intelligence Manager, TSB
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Conference Day One 28 November 2018

0830 REGISTRATION & COFFEE

0900 CHAIRMAN’S OPENING REMARKS

CONSOLIDATING CYBER THREAT INTELLIGENCE 
As cyber threat intelligence and incident response solutions 
have been rapidly adopted across multiple organisations and 
regions in the public and private sectors, a need to find 
common best practice across sectors has arisen amongst the 
cyber threat intelligence community. Drawing on best practice 
and experience from Telecoms and Financial Services, 
conference day one is designed to define the baseline of 
current cyber threat intelligence and incident response 
operations, and identify how this can be repurposed across  
the wider cyber threat community.

0910 KEYNOTE PRESENTATION: DEFINING THREAT 
INTELLIGENCE ACROSS THE COMPLETE CYBER LANDSCAPE 
• Understanding how separate understandings and 

definitions of ‘Threat Intelligence’ has created a disjointed
and unsecure operating environment 

• Why a singular Threat Intelligence definition is required
across the total cyber security network 

• Linking objectives between Threat Intelligence and Incident
Response teams in the Security Operations Centre (SOC) 

• Case studies on achieving cohesion between teams
Devon Rollins, Director, Cyber Threat Intelligence (CTI),  
Capital One 

0950 BECOMING PROACTIVE, NOT REACTIVE,  
IN CYBER INCIDENT RESPONSE 
• Distinguishing between proactive threat intelligence 

systems and reactive incident response methods 
• Assessing the advantages and disadvantages of each 

approach, and how you can identify the best foundation 
for your organisation 

• Combining Threat Intelligence and Incident Response 
to one joint operating model within the SOC 

• How can you deliver fit-for-purpose solutions across 
the full cyber security spectrum? 

Peter Culley, SOC manager and Cyber Intelligence  
 Authority, Vodafone 

1030 MORNING COFFEE AND NETWORKING 

1100 RECONSIDERING THE SOC: UNDERSTANDING  
THE STRUCTURAL APPROACH TO CYBER SECURITY  
AT THOMAS COOK 
• An introduction to the cyber security approach developed 

at Thomas Cook 
• Why was this restructuring of the IT teams considered

necessary? 
• Understanding the advantages in cyber security gained 

from this new approach 
• How this new cyber model has fostered greater internal

support for IT operations within Thomas Cook 
Mousa Haidiri, Cyber Security Operations Manager,  
Thomas Cook

1140 RULES OF ENGAGEMENT: FACTORS THAT AFFECT  
THE ENGAGEMENT OF SENIOR LEADERS 
• Understanding the priorities of senior leaders at board 

and director levels 
• How these priorities translate across to the cyber security

environment 
• Expanding threat intelligence from the SOC to the 

C-Level organisation 
• How can you practically apply these approaches in your

organisation? 
Toby Rose, Cyber Operations Manager, UK MoD

1220 NETWORKING LUNCH

1320 KEYNOTE PRESENTATION: THE THREAT INTELLIGENCE  
AND INCIDENT RESPONSE MODEL AT THE ROYAL BANK  
OF SCOTLAND  
• Understanding the financial services information sharing 

platform, how this is built into the RBS threat intelligence 
model and how this can be transposed into your organisation

• How to build cyber security through awareness and training
within large Financial Service organisations 

• Steps to maintaining pace with consistent, rapid pace of 
developments in cyber-crime technology  to mitigate risk
from cyber attacks 

• Critical next steps in securing the RBS against cyber crime
over the next 5 years 

Silas Bartlett, Head of Threat Intelligence,  
Royal Bank of Scotland

1400 EXERCISE IS GOOD FOR YOU: BEST PRACTICE IN MATURITY 
ASSESSMENT FROM FINANCIAL SERVICES EXPERIENCE  
• How to realistically assess your own incident response 

capability and preparedness, and compare and contrast your 
incident response approach and like-for-like performance with
those of industry peers 

• How this model can be used to determine future 
requirements in your cyber security development

• Steps to identifying and building a robust cyber security 
profile through tailored threat intelligence and incident 
response systems designed for your requirement and budget 

• Engaging senior board members of your organisation and
getting them to understand the benefits of this capability 

Ralph Smith, Director – EMEA CAPS programme, FS-ISAC

1440 AFTERNOON TEA AND NETWORKING

1510 O/T ASSURANCE IN THE CIVIL NUCLEAR SECTOR  
• The O/T security challenge and the challenges specific to O/T

in the nuclear sector 
• Understanding how the CBEST framework could be used in

the civil nuclear sector 
• An overview of results of live testing of OT systems under this

redefined framework 
• Understanding the challenges faced during this trial – is this

model easily translated across other sectors 
Dan Coats, ONR Inspector - Nuclear Security, Civil Nuclear 
Security Programme  Cyber Security & Information 
Assurance Team, Office for Nuclear Regulation 

1550 BUILDING A UNIVERSAL CYBER SECURITY MATURITY 
MODELLING SYSTEM 
• An update on the universal cyber security maturity modelling

system scheduled for release this year 
• How will this system be used to accurately model your

organisation’s cyber threat intelligence maturity level? 
• Understanding how your cyber maturity level will impact your

threat intelligence and incident response requirements and 
capabilities 

• Using the maturity model to highlight vulnerabilities within
your organisation to enhance cyber response 

Ian Glover, President, CREST 

1630 CHAIRMAN’S CLOSING REMARKS AND  
END OF CONFERENCE DAY ONE
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Conference Day Two 29 November 2018

0830 REGISTRATION & COFFEE

0900 CHAIRMAN’S OPENING REMARKS

IDENTIFYING AND DEFEATING THE FUTURE THREAT 
The second day of the conference is designed to look forward 
to the next phase of cyber threat intelligence, and determine 
how future threats can be identified and responded to 
effectively. Led by national regulatory agencies and cyber 
security experts from a range of public and private sectors, 
conference day two will establish the face of future cyber  
threat intelligence operations, and identify future technologies 
and operational requirements to effectively maintain 
cybersecurity in the fourth industrial era.

0910 CYBER SECURITY: THE NEW FRONT LINE OF  
NATIONAL DEFENCE? 
• Reflecting on the increasing threat to national infrastructures

from state and non-state actors, and how this has redefined 
the security relationship between the private sector and 
government bodies 

• How state threat intelligence gathering is communicated
between government agencies and global commercial 
organisations, and how private threat intelligence data 
is used at government level 

• Understanding how the FBI and government partners can 
support commercial organisations’ cyber security measures 

• Closing the loop between government enforcers and the
private sector for total cyber security 

Todd Renner, ALAT, FBI

0950 DEFINING THE NEW CYBER THREAT LANDSCAPE  
IN THE FOURTH INDUSTRIAL REVOLUTION 
• Understanding how the increase in automated systems and

the Internet of Things (IoT) will redefine the security 
operations centre (SOC) 

• Assessing how threat intelligence operators can maintain
security coverage in the new, connected world 

• Defining the new parameters for threat intelligence 
in the digital age 

• Can complete threat awareness and management 
be achieved in the fourth industrial revolution? 

Sebastian Hess, Cyber Risk Engineer, AIG 

1030 MORNING COFFEE AND NETWORKING

1100 THE ROLE OF NATIONAL CYBER SECURITY BODIES IN 
ENSURING NATIONAL THREAT INTELLIGENCE 
• Understanding the role of the NCSC in providing national

threat intelligence reports to private and public sectors 
• Converting sector-level threat assessments into actionable

intelligence at organisational level 
• The role of the NCSC in supporting incident response

measures within the private sector 
• How can you engage with the NCSC for cyber support?
Session led by the National Cyber Security Centre 

1140 THE ‘SOFT SKILLS’ APPROACH TO MACHINE  
LEARNING SYSTEMS 
• Defining the ‘soft  skills’ of human analysts in threat

intelligence and incident response 
• Outlining the advantages of these skills over the 

‘buttonology’ of AI dependency 
• How can you ensure balance between human ‘soft skills’ 

and AI data management capability to achieve the best 
threat intelligence approach for your organisation? 

• Creating a hybrid approach to TI and Incident Response 
through a combination of human and machine analytics

Jon Gray, Cyber Threat Intelligence Manager, PWC

1220 NETWORKING LUNCH

1320 PANEL DISCUSSION: RECOGNISING THE TRUE THREAT 
INDICATORS IN THE DARKWEB 
• Should all organisations be tracking threats developing 

on the darkweb? 
• How can businesses recognise and respond to breaches 

in their security from darkweb sources? 
• How far will the new GDPR and similar regulations mitigate

data security risks? 
• Is there a best practice approach to monitoring the darkweb? 

How can organisations develop these approaches in an often
unknown landscape?

1400 BLOCKCHAIN TECHNOLOGY; AN INNOVATIVE DISRUPTOR 
• An introduction to blockchain, and application in cyber

security 
• Understanding the potential of blockchain in security

applications 
• Utilising blockchain against payment diversion fraud and

similar cyber crimes 
• What are the realistic timeframes for blockchain in cyber

security models? 
Fatema Marelli, Cyber Threat Intelligence Manager, PWC

1440 AFTERNOON TEA AND NETWORKING

1510 RECOGNISING FUTURE COMPROMISE INDICATORS  
AT ALL CYBER SECURITY LEVELS 
• Developing an understanding of the true risk of cyber attack

through probably analysis of threat against vulnerability 
• Moving away from the generic cyber threat intelligence 

model through bespoke in-house data modelling approaches
• Demonstrating how misunderstanding of threat at the initial 

assessment stage can undermine all levels of cyber security
• Understanding the common indicators of cyber breach 

– how can your workforce be trained to recognise these
 indicators early? 
Neil Sidnell, Cyber Threat Intelligence Specialist, UK MoD 

1550 FROM INCIDENT RESPONSE TO SOC 
• Steps to evolving past the ‘tick box’ approach to cyber security 
• Building the correct model to incident response 
• Identifying stepping stones to security – people,

communications and legalities of cyber 
• Approaches to overcoming the barriers to building 

a fit for purposed SOC 
Professor John Walker FRSA,  Advisory Board,  
Research Centre in Cyber Security (KirCCS) 

1630 CHAIRMAN’S CLOSING REMARKS AND  
CLOSE OF CONFERENCE

Great insights from 
real world practitioners  

of both disciplines 
Matthew Roach, Group 

Investigations Manager,  
Lyca Mobile

www.asdevents.com - www.asdevents.com/event.asp?id=18984




