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October 27, 2019

8:00—-8:45
Registration and Light Breakfast Reception Open
8:45-9:00 Chairperson Opening Remarks
9:00 —9:45 Keynote Remarks:
Understanding the 2020 Counterintelligence Strategy and National Efforts to Prevent Insider Threats
- Leading government wide efforts to prevent and respond to the continuous risk posed by insider threat
- Mitigating insider threats while also ensuring the protection of civil liberties, rights and privacy
- Closing critical Cl, security, and HR gaps in Executive Branch departments and agencies
- Recommendations for industry to reduce risks to sensitive IP and critical infrastructure
Charles Margiotta (Confirmed)
Director
National Insider Threat Task Force
9:45-10:15 | Developing Counter-Insider Threat Professionals to Improve Insider Threat Programs
-Improving the people-related aspect of the Counter-Insider Threat capability
-Creating common standards to measure Counter-Insider Threat professionals
-Updates to the DoD Insider Threat Program
Dr. Brad Millick (Confirmed)
Director, Insider Threat Program
Office of the Under Secretary of Defense for Intelligence
10:15-11:00
Networking Break and Exhibits
11:00 — 12:30 | Panel Discussion: Monitoring and Managing Stressors Posed by COVID 19 in Order to Reduce Insider Threat

Risks

COVID 19 has increased stressors across the US population, including the US Government and private sector
workforce. The Novel Coronavirus has produced anxiety about getting sick or seeing a loved one get sick, as well
as second order effects such as financial difficulties, loneliness, marital/relationship stressors, and alcohol and
drug abuse. Each of these stressors are key drivers that can lead to insider threat. This is an abnormal time and
it is important for organizations to understand these stressors and help their workforce to cope appropriately
and avoid intentionally, or unintentionally causing damage to the organization.

This panel will focus on the intersection of key components within an organization involved in preventing and
mitigating insider threat.

Moderator: Charles Margiotta, Director, National Insider Threat Task Force (Confirmed)
Panelists:
- Dr. Brad Millick, Director, Insider Threat Program, Department of Defense (Confirmed)

- Delice Bernhard, Director for Security, Insider Threat and Mission Assurance (Confirmed)
- J.T. Mendoza, Deputy Director, USAF Insider Threat Hub (Confirmed)
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12:30-1:30

Networking Lunch & Exhibits

1:30-3:00

Panel Discussion: Technology Solutions to Support Insider Threat Programs

While organizations cannot rely solely on technology to prevent insider threats, the multitude of tools available
to support InT programs has never been greater. This panel will focus on solutions to technical challenges that
enable humans to use their time most efficiently and in areas where technology is not suitable. The panel will
focus on advancements in Al, Big Data, and machine learning that can aid the program office and help utilize
limited human resources in the most effective manner possible.

Moderator: Robert Lerner, Technical Director, National Insider Threat Task Force (Confirmed)

Panelists:

3:00-3:30

Networking Break & Exhibits

3:30-4:15

Combating Insider Threats at the FBI-Current Objectives of the FBI’s Insider Threat Program

- Coordinating all insider threat issues across the Bureau

- The FBI typology of intentional insider threat

- Increasing the technological resources and authorities available in order to neutralize national security
risks

M.A “Mo” Myers (Confirmed)
Assistant Director, Insider Threat Office
Federal Bureau of Investigation

4:15-5:00

Protecting Critical Infrastructure from Insider Threats

-Common threat vectors for insider threat, including non-malicious threats
-Managing third party vendors and contractors to mitigate insider threats from outside of your organization
-Understanding the motivations that lead to malicious insider threats

Robert Odell (Confirmed)
Critical Infrastructure Lead
National Insider Threat Task Force
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October 28, 2019

8:15-8:45
Registration and Light Breakfast Reception Open

8:45-9:00
Chairperson Opening Remarks

9:00 —9:45 Expanding the Scope of the DHS Insider Threat Program

-Preventing threats from insiders with or without access to classified information
-Monitoring new sources of information from DHS HQ and Components
-Update on the evolution of DHS Insider Threat Program

Richard D. McComb, SES (Confirmed)
Chief Security Officer
Department of Homeland Security

9:45-10:30 | Safeguarding the Integrity and Trustworthiness of the Federal Workforce

- Transforming the background investigation enterprise to more efficiently leverage new technologies
and continuous evaluation strategies

- Understanding the changes to NBIB due to re-alignment under the DoD umbrella

- Guiding the newly formed DCSA in continuous vetting and insider threat operations

William Lietzau (Invited)
Director
Defense Counterintelligence and Security Agency

10:30 - 11:15 | Air Force OSI Efforts to Detect, Deter, and Mitigate Insider Threat

- Growing Requirements and Expectation for OSI Insider Threat capabilities
- New initiatives at OSI for threat management and early detection of pathways to violence
- Integrating AF capabilities with DoD to support Insider Threat Across DoD

Brig Gen Terry Bullard, USAF (Confirmed)
Commander
Air Force Office of Special Investigations

11:15-11:45
Networking Break & Exhibits
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11:45-12:45

Panel Discussion: Reviewing the Success of Government Insider Threat Programs: Two Year Review of the
NITTF Insider Threat Program Maturity Framework

In November 2018, the National Insider Threat Task Force released the “Insider Threat Program Maturity
Framework.” The framework provides agencies with the minimum elements necessary to establish functional
InT programs and is designed to help agencies become more proactive, comprehensive, and better postured to
deter, detect, and mitigate insider threat risk. This panel will review the success of the framework two years
after its release. Panelists will share their insights into, and lessons learned about the various elements of the
framework.

Moderator: TBA

Panelists:
- COL Michael Birmingham, USA, Division Chief, Insider Threat Division, Department of the Army
(Invited)
- Jennifer Floyd, Branch Chief, Navy Insider Threat to Cybersecurity Program (Invited)

12:45-1:45

Networking Lunch

1:45-2:30

Leveraging Advanced Behavioral Analytics to Detect Threats

- Incorporating behavioral analytics technologies into insider threat programs

- Addressing the latest advancements in behavioral science as it applies to insider threat

- Examining the effectiveness of behavioral analytics in identifying potential incidents of non-malicious
insider threat incidents

Speaker TBA

2:30-3:15

Session TBA

3:15

End of Symposium
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